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Current Situation of e-Waste in
India
Waste electrical and electronic equipment (WEEE), often also referred to as e-waste, is a very problematic waste type.
It is produced by consumers and industry alike. WEEE is produced and in large quantities also in India, since electrical
and electronic devices are an integral part of most daily activities of many Indians. Even seemingly “unelectric”
activities, like e.g. using a motor vehicle that has a combustion engine, involve electrical and electronic components.
The combustion engine’s starter and ignition system are electrical, if not electronic; and very likely, the combustion
engine will have an electronic motor control unit to manage the engine. The motor vehicle will also likely have a
lighting system (headlights, braking lights, and turning indicators); it may have an air vent/heating system or air
conditioning system, wind screen wipers, window lifters, and a radio receiver or other entertainment system. If it is a
more sophisticated motor vehicle, it may also feature assisted driving in the form of an anti-locking system, cruise
control, satellite navigation system, stability control, etc. The wire harness of a typical European made premium
passenger vehicle contains 1500 wire connections, with a total cabling length of 1500 m 1 . WEEE is lurking
everywhere, and often in unexpected places.
WEEE does not degrade well since its major components are carbon polymers and metals. When dumped in landﬁlls,
it releases toxic liquids (mainly from electrolytic capacitors and cathode ray tubes) and heavy metals (mainly copper,
lead, tin, barium, and cadmium), all of which are transported by surface water, are long lived, and have toxic effects in
plants, animals, and the human. Under thermal treatment, it produces brominated dioxin (mainly from ﬂame
retardants), mercury, polycyclic aromatic hydrocarbons (PAH; mainly from plastic components and cable insulations),
and heavy metals. The remainders after thermal treatment still contain many of the substances of the original good,
so that the disposal of the thermal treatment remainders poses a similar challenge as disposing of the unprocessed
WEEE. Apart from the dangers WEEE presents to the environment, it also contains many valuable commodities such
as gold, silver, copper, aluminium, iron, beryllium, tin, and rare earths. It would thus be wasteful to simply dispose of
WEEE. Instead, WEEE should be decomposed, and its substances should reused for production to the extent
possible and sensible. What cannot be reused should be stored safely, to not pose a threat to the environment and to
be available for future recycling once suitable technologies will have been developed.
1. http://www.assemblymag.com/articles/92263-wire-harness-recycling
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Figure 1: The crossed-out wheeled bin [1] is commonly used to mark EEE which is subject to recycling regulations

Some European countries implemented laws prohibiting the disposal of electronic waste in landﬁlls as early as in the
1990s. The ﬁrst EU wide legislation to address the problems with WEEE came into force in 2003 (EU Directive
2002/96/EC; see also [1]), and since then the “crossed-out wheeled bin” (see Figure 1) is used in the EU to mark EEE
which is to be returned to retailers and manufacturers free of charge for recycling and proper disposal. This created
an e-waste processing industry in Europe, and many other countries have since implemented similar schemes, and
the “crossed-out wheeled bin” can be seen on many EEE around the globe today.
The Government of India has put in place similar legislation starting in 2010 in the form of the E-Waste (Management)
Rules [4], and an accompanying guidelines document [5]. India has set itself an ambitious goal of a WEEE collection
ratio of 30% with in the ﬁrst two years (i.e. by 2012), and of 70% within seven years (i.e. by 2017). While only partial
statistics data on WEEE in India is available (cf. section 1.1), the vast majority of the anecdotal evidence - which is
available in abundance (e.g. [7; 8; 9; 13; 14; 15]) - clearly hints that this goal will not be reached by 2017, the setting
of this goal shows that WEEE is seen as a vital problem for the country, and that due to the sheer size of the Indian
EEE market even the smallest change of the collection and recycling ratios for WEEE will result in huge absolute
quantities of WEEE appearing or disappearing.

1.1

e-Waste Volume And Characteristics In India

Lack of data and inconsistency in existing data is a major hurdle while studying developing countries, with India being
no exception. Here, we thus only list and describe some noteworthy publications we encountered while researching
for this section.
• A seemingly scientiﬁc article in the International Journal of Scientiﬁc Research & Growth [7] dated June 2016,
opaquely referring to “[d]ata collected from newspapers, magazines, journals[,] articles[,] and internet materials
etc[.]”, but failing to name any concrete source for its data. It must hence be assumed that the author had faced
similar difﬁculties ﬁnding hard facts about WEEE volumes as we have when authoring the present document,
and that he had hence decided to pretend that the data were well founded and at the same time to refrain from
naming any concrete sources for the data. Many publications using this un-scientiﬁc approach can be found,
but which - like this one - use a scientiﬁc journal appearance (two-column layout, use of diagrams and tables)
and/or appear in publications which use the words scientiﬁc and journal in their title. We cited this article as a
representative of this class of publications, which only serve as vehicles for calls to more political and
administrative action to mitigate a claimed WEEE problem.
• A seemingly scientiﬁc article in the Journal of Environmental Health Science and Engineering [8] dated
May 2013. Interestingly, it uses many of the exact same references as the above mentioned article [7]. Since it
appeared three years before [7], it seems likely that the author of [7] used this article as a source of inspiration,
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but without citing it. This article could at ﬁrst seem to fall into the same category as [7] (disguise tactics
regarding WEEE volume data sources, call to political action), but it is distinct in that it appeared in a biomedical
journal, and in that the authors do provide some added value for the reader by discussing the health impacts of
WEEE for recycling workers and the environment, and by citing credible sources for the latter. Also, the call to
political action si not as strong as usually in the class of publications represented by [7].
• An article from 2014 [9], published by the Pulitzer Center, a non-proﬁt journalism organisation. It looks at the
health and environmental consequences of WEEE processing in the informal recycling sector in India. The
article also takes a brief look at the evolution of business models of informal WEEE recyclers, and brieﬂy
examines the impact of the E-Waste (Management) Rules [4] on the informal recycling sector. Due to its focus
on the health and environmental consequences of WEEE processing, the article does not go into analysing the
volume and characteristics of the WEEE produced in India in detail; it only quotes Toxics Link with a few ﬁgures.
It is however well written enough to not fall for quoting data of unknown origin like many pseudo-scientiﬁc (cf.
previous bullets) and news bulletins have.
• The Associated Chambers of Commerce & Industry of India (ASSOCHAM) appear to have published two
research reports, one jointly with KPMG [11] and one jointly with cKinetics [12], which received wide press
coverage in the second half of 2016 (for example in [13; 14; 15]). Neither of the two reports seems to be
publicly available, however. From the press coverage, and due to the close succession of both purported
publications (May and June 2016), it remains unclear whether they are actually different publications, or whether
they both build upon a third, yet to be discovered, study. No traces of the purported publications can be found,
neither on the ASSOCHAM website, nor on the websites of the named consultancies.
None of the above sources appears to have any original data, nor do they cite any source which could hint to any
original data. Instead, they all paraphrase and/or more or less openly cite each other. In such a self-referential system,
it is impossible to assess the accuracy or credibility of the information, since it is all but impossible to infer who copied
information from whom and in which order. In the absence of any ofﬁcial statistics whatsoever on the matter, there is
no promise that even a hypothetical original source (assuming one could be inferred) would have any credible data on
WEEE in India. We hence refrain from presenting any WEEE statistics in the present white paper.
The only reports which are well crafted enough so they can be considered a reliable source of information about
WEEE in India, as they name and critically assesses the data sources they use, are:
• the WEEE section in the 2015 audit report of the Comptroller and Auditor General of India on Union
Government Scientiﬁc and Environmental Ministries/Departments [6, section 7.1]. This audit report analyses the
implementation of legislation and regulations by government agencies, and gives recommendations for future
improvements to the agencies’ operations. It thus provides very little information on WEEE statistics. It does
however mention that the Indian authorities are obliged by the E-Waste (Management) Rules [4] to collect
statistical data on WEEE, and goes on to describe the shortcomings and problems that occurred in the data
collection, effectively preventing observation of the WEEE market and thereby also preventing implementation
and enforcement of the E-Waste (Management) Rules [4]. In this context, the audit report cites some actual
WEEE volume ﬁgures which were collected in a countrywide survey in 2005, and mentions that data for a small
number of cities and federal states from 2013 through 2015 has actually been collected by the authorities. Due
to the dynamics of the consumer electronics and IT markets, and the incompleteness of the collected data,
these ﬁgures can unfortunately not be used for assessing the situation today (2016).
• the Toxics Link/Euroconsult Mott Macdonald report [16], which is aimed at describing the politico-economic
mechanisms of WEEE collection and recycling, and at giving recommendations for improvements. It hence
provides very little information on WEEE statistics. It does cite a small number of WEEE statistics ﬁgures from
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two independent studies that have done actual ﬁeld research, but which date back to 2004 and 2007
respectively. Due to the dynamics of the consumer electronics and IT markets, these ﬁgures can unfortunately
not be used for assessing the situation today (2016).
NOTE:

Comprehensive WEEE statistics for the European Union are provided by the
Statistical Ofﬁce of The European Union (Eurostat) on its WEEE webpage [3].

1.2

Existing e-Waste Collection Systems and Their Problems

Despite the lack of data (cf. section 1.1), all publications agree on a strong role of the informal WEEE sector in India.
An October 2010 joint report by the EU and India [16] provides a qualitative characterisation of the informal WEEE
sector. According to the report, generally not all of the materials and value that could be potentially recovered, are
actually recovered. In addition, due to the informal and hence unregulated nature of the operations, there are serious
issues regarding leakages of toxins into the environment, and workers’ safety and health. The report goes on to
describe the selling of the “products” of informal WEEE recycling to other - including legal industry - businesses, which
use these materials as commodities to make new products. Those parts of the WEEE not promising enough revenue
to informal WEEE recyclers are discarded in illegal landﬁlls, posing risks to public health and environment. The
report [16] does also caution that, due to the lack of data, all accounts have to be considered as anecdotal evidence
only. It does however concur with the characterisation of the importance and the nature of the informal sector in other
sources. On the formal WEEE side, the report tells that as of 2010, only 14 WEEE recycling facilities were registered
with the authorities, making it seem unlikely that the formal sector would be even anywhere near capable of dealing
with the total WEEE produced in India. Regarding the WEEE collection system, the 2010 report does not mention any
systems being in place in India, but rather lists recommendations for establishing them [16, clause 3.3.2, and 4.3]. It
must hence be assumed that as of 2010, noteworthy WEEE formal collection systems were non-existent in India.
In a 2012 article by the Centre for Science and Environment [18], a public interest research and advocacy
organisation based in New Delhi, reports about the Samsung take-back programme:
Samsung claims to have a takeback service but only one collection point for the whole of India - at their
production plant. Moreover, Samsung only offers a takeback service for its mobile phones, nothing for all
their other products.
While this statement apparently was accurate back in 2012 when the article was posted, things seems to have
changed quite a bit since then for the Samsung take-back programme. According to the Samsung website [19], they
now collect all Samsung branded consumer electronics and items sold in India; TVs, DVD players, VHS systems,
home theatre systems, audio devices, mobile phones, cameras, camcorders, computer monitors, printers,
peripherals and home appliances are now accepted for recycling. Small items such as mobiles, camera etc., can be
returned at ﬁxed collection points, which are maintained by authorized partners (typically retailers). The Samsung
website [19] provides a locator function for ﬁnding a nearby collection point for small devices, but does unfortunately
not provide information on the total number of small device collection points in India. We can hence only conclude
that Samsung’s WEEE collection policy has been extended from mobile phones only to cover all Samsung branded
devices, and that the number of small device collection points has increased considerably since 2012. Whether the
coverage can be deemed satisfactory can unfortunately not be assessed due to lack of data. For larger Samsung
products (TV sets, refrigerators, washing machines, etc.) there still appears to be only a single collection facility.
Samsung will however arrange a pick-up service for consumers who do not wish to bring the device to the central
collection point themselves. Samsung state on their website that the giving back of the products is free of charge. It
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remains unclear however, whether the pick-up service is free of charge, too. LG Electronics also provide a website
section on WEEE recycling in India [20], but which gives very little information about concrete measures taken by LG
apart from instructing consumers to contact a toll-free phone number “to locate a nearest collection centre or call for
pick-up (limited area only) for disposal” [20]. It should thus be assumed that LG’s recycling infrastructure in India does
not quite have the strength of Samsung’s yet.
The second edition of the Toxics Link “Time to Reboot” report [17], published in 2015, gives a more contemporary
account of the situation. It provides ﬁrst hand data at least on the situation of WEEE collection schemes available to
consumers, since Toxics Link have conducted their own survey.
Collection Points in Federal States (Companies)

Take-Back Offered (Companies)

In All States

No
15

Total Number of Collection Points (Companies)

7

In More than 20 States

More than 100

7

10
50 to 99

2

4

In More than 15 States

1 to 49
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11

1

In More than 10 States

None

29

None

0

7

14

21
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31
0

7

14

21

28

35

Figure 2: Situation of WEEE collection for consumers in 2015 in ﬁgures (data from [17])

Figure 2 shows a few, selected results from this survey. Only 71% of the companies marketing EEE to consumers, do
actually offer a take-back scheme (left hand side of Figure 2), even though this is required by the legislation in force.
By comparing this to the right hand side of Figure 2, it can be inferred that in addition to the 15 companies not
offering any take-back whatsoever, a further 16 companies offering a take-back system do not provide collection
points anywhere in India. And among the companies which provide collection points, only 7 out of 20 (35%) do so in
all federal states. Comparing the middle and right hand side diagrams in Figure 2, a discrepancy between the number
1
of companies in the “none” category becomes apparent. According
to the right hand side chart, 31 companies are

not offering collection points. According to the middle chart however, only 29 companies do not operate collection
points in any of the federal states. This contradictory information is indicative of another problem. In addition to the
lack of WEEE collection infrastructure, the information provided by the EEE distributing companies is often poorly
structured and presented, incoherent, and can hence sometimes be confusing. If even the experts at Toxics Link did
not succeed in getting a clear picture, how will consumers manage to ﬁgure out if, where, and how they can hand off
their WEEE to the legal side of the recycling system?
Overall, it seems that the e-Waste Management Rules [4] devised by the Indian federal government are gaining
traction, although very slowly. Moreover, it is also our impression that due to the lack of data collection in the formal
WEEE sector (cf. report of the Comptroller and Auditor General of India on Union Government Scientiﬁc and
Environmental Ministries/Departments [6, section 7.1]), and due to the known unknown of the informal WEEE
processing sector, the Indian federal government is not able to effectively enforce the implementation of the legislation
it has put in force. The example of the EU on the other hand shows that a value-creating WEEE industry can be
created, but only on the condition that sensible WEEE recycling is a socially accepted policy goal with support from
majorities, and that independent data collection is performed by the authorities so that EEE manufacturers and
importers can be held accountable against WEEE recycling goals. Once again, it shows that the degree of
organisation of the authorities directly affects the attainable level of good governance and success for a society or
country [16, clause 2.7].
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e-Waste Aspects of TV
Digitalisation in India
Despite its large population of some 1.2 billion, only some 175 million TV households were counted in India in
2015 [10]. The left diagram in Figure 3 shows that between 2010 and 2015, the number of TV households has grown
some 5% annually, and the growth is predicted to slow down to some 3% annually over the following ﬁve years until
2020. This is still well above the 1.2% growth rate of the population, but relative to India’s population size its number
of TV households falls well behind that of the USA (120 million TV households, 340 million population), and the EU
(250 million TV households, 520 million population).
This does unfortunately not imply that the smaller number of WEEE originating from the TV broadcast market would
present a lesser problem in India (see also chapter 1). Firstly, the country’s infrastructure is not yet prepared for
handling any serious volume of WEEE; secondly, the constant - although slowing - growth of the number of TV
receivers (along with the growth of the number of TV households) implies that more and more Indians buy, own, and
use such devices, but the consumers’ awareness of the environmental and health impact of WEEE remains
marginal [17].
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Figure 3: Development of TV households and distribution of reception paths in India (data
from [10])

The digitalisation of television broadcasts in India is underway, although behind schedule. Table 1 summarises the
progress as determined by a report jointly developed by KPMG and the Federation of Indian Chambers of Commerce
and Industry (FICCI) [10] which was presented on the occasion of the 2016 FICCI FRAMES conference. Other
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sources claim different completion ﬁgures, most of them less optimistic, and the digitalisation completion status is
subject to a vivid debate in the Indian broadcast industry. Despite the differences in the reported ﬁgures, all accounts
point to a situation not too dissimilar to Table 1. It thus seems reasonable to assume that today some 50% to 60% of
the Indian TV households are digitised, and that some 60 million to 80 million TV households remain to be migrated
from analogue to digital.
Table 1: Status of TV digitalisation in India as of December 2015 (data from [10])
Phase

Regulatory date

No. of cable and

Non-digitised

Digitisation

for completion

satellite subs

subs (million)

including DTH
100% excl. Chennai

(million)
Phase I

June 2010

13

1.2

Phase II

March 2013

25

1.2

>95%

Phase III

December 2015

41

10

ca. 75%

Phase IV

December 2016

81

52

ca. 35%

160

65

ca. 60%

Total

This ongoing digitalisation worsens the TV broadcast sector’s growing contribution to WEEE in India by creating two
additional incentives for consumers to replace TV reception devices. Firstly, consumers may choose to replace
analogue receivers by digital ones to be able to enjoy new services (e.g. HDTV). Secondly, consumers that already
have a ﬁrst, digital receiver under a paying subscription, may wish to switch to another pay-TV provider, rendering the
ﬁrst receiver device useless. The right diagram in Figure 3 shows that the digital TV being introduced in India is
dominated by pay TV; in 2016, digital cable or pay terrestrial were used by 65% of all TV households. The impeding
introduction by Doordarshan of the Indian Conditional Access System (developed by ByDesign India Pvt. Ltd.) will
further increase this domination as this implies that public service broadcasting (PSB) in India will also use pay TV
technology.
With legislation in force being one side of the coin, the market realities that consumers are facing are the other side of
that same coin. We already brieﬂy described the general problems for WEEE collection and processing in India
in section 1.2. Interested readers are kindly referred to the sources cited there. In the present section, we will examine
the speciﬁc effects of TV digitalisation that generate WEEE. Figure 4 shows the analogue to digital TV migration
options available to Indian consumers today.
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HD / UHD

HDMI
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HDMI
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STB connected to CRT via
RCA cable
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DVB-CI+ module
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WEEE
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via HDMI

Pay-TV operator
STB connected to flat-panel
via HDMI

HDMI

HDMI

Purchase of a digital STB with
a pay-TV subscription

WEEE
HD / UHD

Figure 4: Analogue to digital TV migration path options for Indian consumers, and generated WEEE

For those TV households switching from analogue to digital TV, the generation of WEEE can be reduced by offering
Set-Top Boxes. This helps consumers to keep using their old CRT television set and still receive digital TV
broadcasts. This will only postpone the disposal of the old CTR TV set, however. A CRT set will only be able to
display standard deﬁnition (SD) services. This may be acceptable to consumers with low income for the time being.
But consumers with sufﬁcient funds will rather sooner than later wish to use high deﬁnition (HD) services. To achieve
this, purchase of a ﬂat-panel TV set is required. If the Set-Top Box that the consumer was using with his CRT, has an
HDMI output, he can continue to use it with the new ﬂat-panel TV to view HD content. Else, he will have to dispose of
it along with the CRT TV set. This latter alternative (SD Set-Top Box to be replaced by HD one when ﬂat-panel TV
arrives) is more likely than the alternative that the Set-Top Box can be reused. This is, because consumers looking at
keeping their CRT TV for use with digital TV will be very cost sensitive, and hence the Set-Top Boxes for this market
segment will have to be designed to meet ambitious cost targets. They will thus most likely not be able to sport an
HDMI interface. Hence, this unlikely Set-Top Box reuse scenario is not shown in Figure 4.
Once a ﬂat-panel TV has entered the home, there is a second option in addition to a Set-Top Box. In the EU, since
1998 all Digital TV Sets of at least 30 cm screen diagonal are required to be equipped with an “open interface socket”;
in practice, this means that all Digital TV Sets marketed in the EU have a DVB Common Interface Plus (DVB-CI+)
socket. As shown in Figure 5, a hardware module containing the Conditional Access System client implementation is
plugged into a standardised socket in the Digital TV Set. Since it contains a Conditional Access System
implementation, this module is called DVB-CI+ Conditional Access Module. The TV only contains a DVB-CI+
implementation, but is not speciﬁc to any Conditional Access System vendor or Pay TV operator. When comparing
the building blocks in the TV and the DVB-CI+ Conditional Access Module, it can be seen that the DVB-CI+
Conditional Access Module in fact is a strip-down version of a Set-Top Box. At the very top level, it is hence
appropriate to think of a DVB-CI+ Conditional Access Module as a Set-Top Box in a shrink-wrap package, that can
be inserted into a Digital TV Set.
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Figure 5: High-level data ﬂow in a digital TV set with a DVB-CI+ Conditional Access Module

DVB-CI+ Conditional Access Modules with their typical retail prices between e 40 and e 90 1 are too expensive to be
successful under a retail model. In Europe, the DVB-CI+ Conditional Access Module is provided hence always by the
Pay TV operator on a rental basis. This means that a consumer who wishes to switch from one Pay TV operator to
another (e.g. because he is moving to another EU member country), simply returns the DVB-CI+ Conditional Access
Module to the old Pay TV operator, and receives a new DVB-CI+ Conditional Access Module from the new operator,
but keeps his Digital TV Set. The same could of course be done with a Set-Top Box, but the DVB-CI+ Conditional
Access Module has two advantages in this scenario: ﬁrst, due to its smaller form factor (type 1 or type 2 PCMCIA
card) it can be mailed in a bubble-wrap cushioned envelope (easier and cheaper), and secondly it sits in the back of a
Digital TV Set and is never operated by the consumer directly (reduced wear). Both factors enable a DVB-CI+
Conditional Access Module to “survive” many subscribers, and can hence be re-used time again by the Pay TV
operator after cleaning, software update, and functional testing. This means that the Pay TV operator can re-use the
DVB-CI+ Conditional Access Module multiple times even before it becomes WEEE. And since When authoring the
present white paper, we did a quick, non-exhaustive survey of manufacturer websites, and found that for instance
Samsung, and Philips already offer select Digital TV Set models with DVB-CI+ slot in India. This is indicative of a albeit small - fraction of the Pay TV subscriptions in India already using DVB-CI+ Conditional Access Modules today.
While the DVB-CI+ slot regulation was introduced in Europe on the grounds of freedom of movement between EU
member countries, and a no lock-in for purchased devices policy, it could suit the needs of the Indian market just as
well, albeit for similar, yet different reasons. In India, no comparably strict no lock-in legislation exists. But the mobility
enablement of DVB-CI+ Conditional Access Modules could play out well in two directions. Due to the strong disparity
1. see for instance http://www.idealo.de/preisvergleich/ProductCategory/14812F1377705.html
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of labour market characteristics between metropolitan and rural areas, the employees of well performing economic
sectors (who are the primary target of Pay TV operators) exhibit a much higher mobility between Indian federal states,
than can generally be observed in the EU between member countries. Secondly, due to the novelty of Digital TV,
consumers will probably want to try out more different things to learn about their preferences. This dual mobility of TV
consumers in our view makes for a pretty compelling case for mandating a DVB-CI+ slot in Digital TV Sets.
For Set-Top Boxes, the situation is slightly different, because they come at a much lower retail price, and are hence
relatively successful in the Indian market. And as shown in Figure 4, they can be expected to contribute considerably
more to the WEEE volume relating to TV digitalisation in India than DVB-CI+ Conditional Access Modules, since all
indications point in the direction of Set-Top Boxes being available via retail models only. The dashed arrows in Figure 4
show the transitions a consumer can make, once he has fully digitised his TV installation, and when switching Pay TV
providers. Whenever he is leaving a provider that uses Set-Top Boxes, he will have to discard the old Set-Top Box.
This means that in two out of the three possible transition cases, the Set-Top Box will end up as WEEE.
Therefore, a solution with some “freedom of movement” for consumers is urgently needed to counter the tidal wave of
WEEE originating from Pay TV in India, which is to be expected.
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Proposed Strategy and Actions

3.1

Proposed Strategy

The underlying principles of policy which aim at the reduction of wasteful consumption of natural resources and the
prevention of pollution in conjunction with EEE, are concisely described by the European Union’s WEEE Directive:
The objectives of the Union’s environment policy are, in particular, to preserve, protect and improve the
quality of the environment, to protect human health and to utilise natural resources prudently and
rationally. That policy is based on the precautionary principle and the principles that preventive action
should be taken, that environmental damage should, as a priority, be rectiﬁed at source and that the
polluter should pay.
(...)
The purpose of this Directive is to contribute to sustainable production and consumption by, as a ﬁrst
priority, the prevention of WEEE and, in addition, by the re-use, recycling and other forms of recovery of
such wastes so as to reduce the disposal of waste and to contribute to the efﬁcient use of resources and
the retrieval of valuable secondary raw materials. It also seeks to improve the environmental performance
of all operators involved in the life cycle of EEE, e.g. producers, distributors and consumers and, in
particular, those operators directly involved in the collection and treatment of WEEE.
(...)
Separate collection is a precondition for ensuring speciﬁc treatment and recycling of WEEE and is
necessary to achieve the chosen level of protection of human health and the environment in the Union.
Consumers have to actively contribute to the success of such collection and should be encouraged to
return WEEE. For this purpose, convenient facilities should be set up for the return of WEEE, including
public collection points, where private households should be able to return their waste at least free of
charge. Distributors have an important role in contributing to the success of WEEE collection. Therefore,
collection points set up at retail shops for very small WEEE should not be subject to the registration or
permit requirements...
(EU WEEE Directive [1], quotes from the preamble)
Hazardous substances contained in goods which are produced in large quantities, as are EEE, are of particular
importance, since they affect the human health of those involved in producing, manufacturing, transporting, using,
and recycling EEE, as well as by causing environmental damage. To complement its WEEE Directive [1], the
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European Union has hence devised the RoHS Directive [2], which is speciﬁcally aiming to improve the attractiveness
and safety of WEEE recycling:
Taking into account technical and economic feasibility, including for small and medium sized enterprises
(SMEs), the most effective way of ensuring a signiﬁcant reduction of risks to health and the environment
relating to those substances, in order to achieve the chosen level of protection in the Union, is the
substitution of those substances in EEE by safe or safer materials. Restricting the use of those hazardous
substances is likely to enhance the possibilities and economic proﬁtability of recycling of waste EEE and
decrease the negative impact on the health of workers in recycling plants.
(EU RoHS Directive [2], preamble)
It seems worthwhile pointing out that reduction of risks presented by WEEE is seen as an attractive goal, because it
does not only reduce risks to health and the environment, but it also allows for economic advantages by reducing the
costs of recycling (as fewer protective measures are needed for recycling workplaces), and by potentially enabling
recycling of WEEE where it was not possible before (e.g. because the risk was so high that the WEEE could not be
recycled at all). It is also noteworthy that the reduction of hazard risks speciﬁcally enables SMEs to participate in the
recycling of WEEE due to the economic advantages implied.
As of 2011, the Government of India has devised legislation governing the production, distribution, re-collection, and
recycling of EEE as the E-Waste Management Rules [4] and an associated guidelines document [5]. This legislation is
based on the same principles and goals as the EU legislation cited above.
While the legislation in force in India concerning the treatment of WEEE is very much inspired by the corresponding
EU framework, and therefore among the ﬁnest in the world, the task of avoiding WEEE in the ﬁrst place is a regulatory
matter. The regulatory authority in charge of the TV broadcast market in India is the Telecom Regulatory Authority of
India (TRAI). In the remaining part of the present document, we propose technological solutions, that are suitable to
signiﬁcantly reduce the WEEE output of the digitalisation of TV broadcasts, and in our view will be eligible for
regulatory measures by TRAI. These solutions aim to make Set-Top Boxes “repurposable” between Pay TV operators,
eliminating the need for consumers to discard a Pay TV operator speciﬁc Set-Top Box.
The key reason for Set-Top Boxes being operator speciﬁc until today, is that the implementation of the Conditional
Access System in the Set-Top Box in some cases contains secrets, and ultimately decides whether a subscriber is
allowed to consume a given piece of content. The Conditional Access System manufacturer must hence be able to
trust the Set-Top Box that it will keep the secrets (if any), and that it will take allow/deny decisions as foreseen by the
Conditional Access System manufacturer. To establish this trust, several mechanisms are implemented in the Set-Top
Box’s hard and software to ensure that only applications approved by the Conditional Access System manufacturer
will be executed, and that they execute in an environment which guarantees that they will behave as expected. This is
traditionally achieved by establishing mutual trust (e.g. by exchanging secret encryption keys) between each
combination of Pay TV operator, Conditional Access System manufacturer, system-on-chip manufacturer, and
Set-Top Box manufacturer. If one party to this game needs to be exchanged, a new trust relationship needs to be
established from scratch. Effectively, this results in traditional Set-Top Boxes being speciﬁc to the combination of Pay
TV operator, Conditional Access System manufacturer, system-on-chip manufacturer, and Set-Top Box manufacturer,
and not being repurposable as trust anchors speciﬁc to this combination of manufacturers have been embedded in
the Set-Top Box during manufacture. If all four parties in such “closed circuit of trust” agreed to repurpose a
population of Set-Top Boxes with a new, ﬁfth party which were to replace one of the four parties, it would be feasible
in theory. As all Pay TV operators, Conditional Access System manufacturers, system-on-chip manufacturers, and
Set-Top Box manufacturers are commercial entities, this would however require to voluntarily give up business
opportunities in favour of a new player; this has never happened, and will never happen in practice.
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To enable consumers to repurpose their Set-Top Box from one Pay TV operator to another, ways must be found for
the new Pay TV operator (to which the consumer is changing) to
• trust the manufacturers of the system-on-chip, and the Set-Top Box which the consumers is migrating;
• install the client components for the Conditional Access System that he is going to use on the Set-Top Box;
• to install a new end-user app with his look&feel.
This can be achieved by breaking up the “closed circuit of trust” between the manufacturers, and establishing the
trust indirectly, through a third party; effectively a licensing authority.
There is also an ETSI Industry Speciﬁcation Group (ISG) on Embedded Common Interface (ECI) for exchangeable
CA/DRM solutions [27]. The goals of this group are fairly ambitious, and in some areas even more far reaching than
the existing MCAS solution described above, in that it aims to deﬁne a fully horizontal, yet trusted infrastructure for
Conditional Access System client software modules. The ECI ISG’s scope does however not cover adapting the
Set-Top Box’s overall look&feel by exchanging the end-user app. The concepts include a third party to indirectly
establish trust between the involved manufacturers, but no concise framework, architecture, or processes are
described to reﬁne the requirements on this third party. It is our impression, that the vague role of the third party is the
biggest weak point of this concept. Also, despite kicking off at the beginning of 2014, the ECI ISG is yet to produce
any publicly visible speciﬁcation documents, let alone being able to report about implementations.
Our recommendations are therefore centred around the MCAS system by Fastcom Technologies [25], which is a
commercially available product, and which is actively deployed by Pay TV operators [26]. It therefore has a fully
developed, commercial grade infrastructure of physical, process, and legal elements. A later migration of some parts
of this infrastructure to what the ETSI ECI ISG may be specifying in the future, is - from our point of view - not
precluded.

3.2

Proposed Actions

The present document proposes a dual approach based on the type of TV receiver device:
• for Set-Top Boxes, a three phase approach which will allow those Set-Top Boxes to be re-purposed from one
Conditional Access System operator to another one, or from one Pay TV operator to another one
(see section 3.2.1);
• for Digital TV Sets to mandate the presence of a DVB-CI+ slot in the device to make the longer lived TV set
device independent of any Pay TV or Conditional Access System operator (see section 3.2.2).
Finally, in section 3.2.3 we propose a schedule for implementing the proposed actions.

3.2.1

Proposed Actions for Set-Top Boxes

3.2.1.1

Phase 1 - Proof of Concept Set-Top Box

To allow Set-Top Boxes to be portable between Pay TV operators, and thus allow consumers to keep their Set-Top
Box hardware across subscription changes, it is necessary to allow the same Set-Top Box hardware to be used with
various Conditional Access Systems. We recommend to use a technology as the basis, which has successfully
proven that it allows to do this in commercial deployments. This technology uses the ETSI TS 103 162 [21] key ladder
architecture to achieve this. A conceptual architecture is shown in Figure 6.
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Figure 6: Conceptual key ladder used in a digital TV receiver

The key ladder implementation is part of a security co-processor inside a Set-Top Box or Digital TV Set chipset. This
co-processor runs its own software image, is separated from the main CPU in the hardware design of the chipset,
and all security related function internals thus remain inaccessible to the main CPU. The security functions will hence
remain intact, even if the main CPU were compromised. The key ladder architecture was initially conceived address
two issues:
• to prevent spooﬁng of cryptographic keys by compromised software images running on the main CPU;
• and to allow the security-related parts of a TV receiver’s system software to be replaced by means of a system
software update.
The ﬁrst purpose of preventing key spooﬁng is achieved by processing any keys provided by the main CPU inside the
security processor, and by not making any intermediate results, nor any ﬁnal keys accessible to the main CPU. The
computed keys are immediately applied to the chipset hardware, and can not be read back by the main CPU.
Effectively, this means that the main CPU only deals with encrypted keys, but never with directly usable keys. Since
the processing of the keys in the security processor uses hash type functions, the same inputs to the key ladder by
the main CPU will always yield the same output. Thus, a compromised main CPU software could record these inputs,
and re-apply them later to decrypt the content. This will however only work on a hardware that has an implementation
of the same key ladder. Since - as shown in Figure 6 - a chipset manufacturer secret is involved, it will practically only
be possible on the same chipset model from where the encrypted key material was recovered. It will thus not be
possible to extract any unencrypted keys for use on a different hardware platform such as e.g. a PC to produce a
clear copy of the content for redistribution. The conceptual key ladder in Figure 6 shows only one intermediate key. In
principle, the chain of hash functions can be extended to arbitrary length before delivering the ﬁnal content key. For
each additional stage, the main CPU will have to supply an additional, encrypted key as input. To allow a Pay TV
operator to use this system to protect broadcast content, the type of hash function, and the operator root key
(cf. Figure 6) must be known to the Conditional Access System head-end implementation. This knowledge is used to
encrypt the key material such that when fed to the key ladder, the same content key will result as was used at the
head-end to encrypt the content stream.
The second purpose of making the security-related parts of a TV receiver’s system software to replaceable is achieved
by transferring the responsibility for securing the keys from the Conditional Access System vendor (as was the case in
early Set-Top Box generations) to the chipset manufacturer. This enables the Pay TV operator to update the system
software of a Set-Top Box to use a different Conditional Access System than before. The new system software will
use a new operator ID with the key ladder (cf. Figure 6), corresponding to the new Conditional Access System. That
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way, a Set-Top Box can be re-purposed from one Conditional Access System vendor to another one by means of a
system software update. No interaction or cooperation between the two Conditional Access System vendors is
required to achieve this. A precondition for this to work is however that the system software is not integrated onto the
Set-Top Box platform by the Conditional Access System vendor, but by the Pay TV operator. This was traditionally not
the case, however. The Conditional Access System vendors have so far insisted that they would only be able to offer
the usual liabilities regarding the security, it they were allowed to do the Set-Top Box integration themselves. The
Fastcom MCAS solution is the ﬁrst product approved by Conditional Access System vendors to remove this Set-Top
Box integration requirement, and which ﬁnally allows to achieve this second beneﬁt of key ladders in the marketplace.
To easily and rapidly demonstrate that the Indian Conditional Access System is suitable for being used in such a
solution, we therefore recommend to undertake a proof of concept implementation using the commercially available
MCAS product [25], which is commercially deployed by Foxtel in Australia to integrate several Conditional Access
Systems [26]. Since both technologies (the Indian Conditional Access System and the MCAS solution) are readily
available today, and a full ecosystem integration will not be needed for a proof of concept, we estimate a project
duration of six to nine months. If started immediately, it should thus be possible to achieve this by the end of 2017.
Why do we recommend to base the solution on Fastcom’s MCAS solution? To our knowledge, it is the only systems
of this kind, which is commercially deployed [26]. Fastcom have invested many years of research and cooperation
with Set-Top Box manufacturers and Pay TV operators to not only conceive and develop the technology, but also the
entire surrounding ecosystem of building and maintaining trust between the cooperating parties. Fastcom are active
in the security business, but do not offer any products in the Pay TV space. This makes them ideally suited to act as
an impartial third party in the Pay TV market. Other companies have started copying the Fastcom product, but neither
are they capable of providing a tried and proven trust ecosystem for such a system, nor would we consider them
suitable as impartial third parties because all competitors offer Pay TV products of their own (and it must hence be
assumed that they may feel incentivised to not treat all parties equally). Therefore, in the short to mid term, using the
Fastcom MCAS solution as the basis, in our view is the only viable option.
3.2.1.2

Phase 2 - Deﬁnition of Requirements for a Nationwide System

As the MCAS solution was designed to allow the coexistence of Conditional Access Systems on the Set-Top Boxes
of a single Pay TV operator, an extended version of it will need to be speciﬁed, which meets the needs of the Pay TV
operators in India, and which allows to manage all Set-Top Boxes in the Indian market.
To make sure that the national solution will work for all players, we recommend setting up a round-table of all Pay TV
operators and technology providers active in the Indian Pay TV market, to agree on a requirements speciﬁcation for a
nationwide system. We suggest that the Indian government call for the creation of this round-table, and deﬁne the
objectives and time line. The actual work of the round-table should be self-organised by the participating parties, as
this allows for less formal proceedings and will therefore generally yield faster progress. All agreements of the
round-table must be based on consensus to ensure the widest possible acceptance. A duration of one year for this
activity seems reasonable.
NOTE:

The International Standards Organisation (ISO) deﬁnes consensus as
“non-sustained opposition”. I.e. decisions need not be unanimous, but are made in
the absence of any formal objections.

Since the resulting requirements speciﬁcation will be used for devising legislation and/or regulatory measures later on
(cf. section 3.2.1.3), it will need to be formally presented to the Indian government, and will also need to be formally
endorsed by the Indian government.
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3.2.1.3

Phase 3 - Implementation and Roll-Out

Since it can reasonably be assumed that all market and technology players relevant to the Indian market will have
participated to the requirements deﬁnition process (cf. section 3.2.1.2), a speedy transition to an implementation and
roll-out phase should be achievable.
To mark the beginning of this phase, it would seem suitable that the Indian government announce that an obligation
for all new Pay TV Set-Top Box models entering the market will have to implement technology that meets the
determined requirements starting two years after the announcement (i.e 1st January 2021). At the same time the
creation of a Indian technical speciﬁcation for the MCAS deployment should be started. The development of this
technical speciﬁcation should involve the same parties that were involved in the requirements deﬁnition phase. We
estimate that the technical speciﬁcation should be ready within one year. This would leave another year for getting the
legislation and/or regulatory measures in place that require new Set-Top Box models to implement the technology at
the end of the two years notice phase (cf. Figure 7).
Since all requirements have been ﬁxed in the previous phase 2 (see section 3.2.1.2), it would seem feasible to assume
that the implementation efforts can ramp up in parallel with the development of the formal, technical speciﬁcation for
the system. The preconditions for this to work out are that all players relevant ti the Indian market are involved from
day one, that transparency is maintained to avoid any surprises which in turn might induce delays, and that the rules
and procedures for the self-management of the overall process by the participants are suitably deﬁned to avoid
blocking of the process by individual players. One obvious example on which to model these rules are the rules and
procedures of the DVB Project, which have successfully enabled the organisation to develop and publish technical
standards for over 20 years. It might also be considered to propose the requirements and technical speciﬁcations as
new work items to the DVB Project itself. From a Set-Top Box manufacturer’s point of view it would certainly seem
desirable to be able to reﬁnance the development efforts in as many markets as possible. The regulatory bodies who
are members of the DVB Project on the other hand, would certainly welcome the WEEE reduction effect of the
solution.

3.2.2

Proposed Actions for Digital TV Sets

TV sets are longer lived than Set-Top Boxes, and are available to consumers as retail items only. They must hence not
be controlled by a Conditional Access System or Pay TV operator. Instead, the content protection technology is to be
made available via add-on hardware, for which the Digital TV Set provides a standardised receptacle. This allows
Conditional Access System and Pay TV operators to supply their content protection technology in the form of a
DVB-CI+ Conditional Access Module, which is a much smaller form factor than a Digital TV Set or even a Set-Top
Box. This makes collecting and recycling of the DVB-CI+ Conditional Access Module easier than a Set-Top Box.
Additionally, it is technically in principle also possible to apply the mechanisms described for Set-Top Boxes
in section 3.2.1 to DVB-CI+ Conditional Access Modules. Since DVB-CI+ Conditional Access Modules use
speciﬁcally designed chipsets, most modules currently on the market will likely not meet the minimum requirements
for this, however. Enabling this functionality would hence something be for the proposed phase 3
(see section 3.2.2.3) and this would need to get support from the DVB-CI+ Conditional Access Module
manufacturers, as they will need to choose suitable chipsets when designing new modules.
3.2.2.1

Phase 1 - DVB-CI+ 1.4 Slot

DVB-CI+ 1.3 slots are deployed across the EU today, and DVB-CI+ 1.4 [22] implementations are currently being
ﬁnalised by Digital TV Set and DVB-CI+ Conditional Access Module manufacturers. It would thus seem feasible to
mandate that all new Digital TV Set models above a certain size being introduced into the Indian market, must have a

Minimising the e-Waste Impact of TV Digitalisation in India

Page 17 of 22

Condition-ALPHA

DVB-CI+ 1.4 [22] slot as of 1st January 2018. This would leave all of 2017 to pass the corresponding legislation
and/or regulatory measures, and to allow for sufﬁcient notice to Digital TV Set manufacturers.
This would allow operators to start offering DVB-CI+ Conditional Access Modules as of that date. DVB-CI+
Conditional Access Modules do provide a clear quality advantage for HD and UHD capable Digital TV Sets since they
allow the high quality content to be processed in the Digital TV Set itself without any quality loss at the interface
between a Set-Top Box and the Digital TV Set. Set-Top Boxes can be equipped with an HDMI interface, which would
also allow for a loss-free interface between Set-Top Box and the Digital TV Set. This comes with some caveats,
however. First, there are various versions of the HDMI speciﬁcation, and different devices implement different
versions. Although the HDMI licensing scheme does impose cross-version interoperability requirements, in practice it
doesn’t always work quite as expected. Secondly, the interoperability situation in the HDMI cable assembly market is
even worse (cf. Figure 4). In practice, this means that when exchanging one HDMI Set-Top Box for another one, there
is a non-negligible probability that the HDMI cable will need to be replaced, too. Equipping Set-Top Boxs with an
HDMI interface has a second WEEE aspect to it. The Conditional Access System operator will either have to offer two
Set-Top Box models (one with RCA jacks, and one with an HDMI connector), or a single Set-Top Box model which
features both types of connectors. When offering two models, the operator faces higher logistics costs, and
subscribers upgrading from SD to higher quality content will need to swap their Set-Top Box (thus producing WEEE).
When offering a single Set-Top Box model, the operator faces higher production costs, and one of the two interfaces
will never be used. If a DVB-CI+ Conditional Access Module is available, the Conditional Access System operator can
restrict his Set-Top Box offering to one low-end model (RCA jacks) for SD subscriptions, and a DVB-CI+ Conditional
Access Module for HD and UHD subscriptions. Compared to the two Set-Top Box models case, the logistics costs
are reduced, since DVB-CI+ Conditional Access Modules are smaller and do not require accessories (remote control,
power adapter). Hence, a DVB-CI+ Conditional Access Module can be an attractive option for a Conditional Access
System operator to address high-end subscribers.
We also recommend to devise legislation and/or regulatory measures to ensure that who offers DVB-CI+ Conditional
Access Modules is required to collect them after use (take-back obligation), and in case of disposal is required to do
so via formal WEEE channels. This should be linked with an obligation to keep records of any DVB-CI+ Conditional
Access Modules disposed as WEEE (quantities, which WEEE recycling operators), which could further help the
Central Pollution Control Board in collecting WEEE statistical data.
3.2.2.2

Phase 2 - Preparing the Grounds for DVB-CI+ 2.0

As opposed to DVB-CI+ 1.4, for which commercial implementations exist, DVB-CI+ 2.0 with its USB form factor is still
new. While the DVB-CI+ 2.0 content management functions speciﬁcation [24] has already been published in 2015,
the USB interface speciﬁcation [23] has only been released in July 2016. We would hence recommend to ﬁrst prove
that DVB-CI+ 2.0 is usable with the Indian Conditional Access System by commissioning a prototype implementation
to take place during 2018. Allocating an entire year may seem excessive for “just” porting an existing protocol stack
to a new transport layer. First, there is more to this transition, since the new USB transport layer generalises from the
MPEG2-TS only interface of DVB-CI+ 1.4 to a generic, media sample based interface. Second, a DVB-CI+
Conditional Access Module manufacturer also needs to be involved. Bringing about the necessary commercial
agreements will also take time, and the project can of course only start after these will be in place. We thus believe
that 2018 is a realistic time frame for a proof-of-concept implementation of the Indian Conditional Access System on
a DVB-CI+ 2.0 DVB-CI+ Conditional Access Module.
Once the proof of concept has proven the feasibility of DVB-CI+ 2.0, we suggest to announce that the DVB-CI+ 1.4
PCMCIA slot in TV sets in India will be replaced by a DVB-CI+ 2.0 USB port within two years time. Based on our
proposed proof-of-concept implementation in 2018, this would mean mandating a DVB-CI+ 2.0 USB port in all new
Digital TV Set models being introduced into the Indian market as of 1st January 2021.
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3.2.2.3

Phase 3 - DVB-CI+ 2.0 Slot

While the “DVB-CI+ 2.0 grace period” is underway in 2019 and 2020, there would be time to conveniently devise
legislation and/or regulatory measures to mandate a DVB-CI+ 2.0 USB port in all new Digital TV Set models being
introduced into the Indian market as of 1st January 2021.
NOTE:

As opposed to section 3.2.2.1, we recommend to not restrict the requirement to
certain sizes of Digital TV Sets here. Effectively, this implies a two-staged approach
to introducing DVB-CI+. As of 2018, the slot would be required from a certain size
onwards, and from 2021 onwards it would be required in all Digital TV Sets. See
also Figure 7

This grace period is needed to allow most market players to implement the new DVB-CI+ 2.0 technology. Also,
DVB-CI+ is usually used under a licensing regime which is provided by the CI Plus LLP. They will also need time to
prepare the licensing scheme, and implement their compliance test suite.
We recommend, to at the same time extend the take-back obligation from DVB-CI+ phase 1 (cf. section 3.2.2.1) to
also apply to USB DVB-CI+ Conditional Access Modules.

3.2.3

Summary

Figure 7 shows a combined timeline of the actions proposed above.
2017

Definition of Requirements for a Nationwide System

STB

MCAS Proof of Concept

2018

2019

iDTV

2021

Nationwide MCAS Implementation and Roll-Out

National MCAS Technical Specification

Legislation for DVB CI+ 1.4 Slot

2020

Legislation for MCAS

MCAS Mandatory for All New STB
Models

Legislation for DVB CI+ 2.0 Slot

DVB CI+ 2.0 Slot Mandatory for All New
iDTV Models

DVB CI+ 1.4 Slot Mandatory for All New Models

DVB CI+ 2.0 Proof of Concept

DVB CI+ 2.0 Implementation and Roll-Out

Figure 7: Proposed ﬁve year plan for implementing the suggested actions

For Set-Top Boxes, the process can be summarised as a single thread of activity, leading to the introduction of
Set-Top Boxes portable between Conditional Access System operators in 2021.
For Digital TV Sets, the process can be summarised to consist of two steps: the immediate introduction of a
DVB-CI+ 1.4 slot in mid- and high-range Digital TV Sets, which is replaced by a DVB-CI+ 2.0 USB slot on all Digital
TV Sets in 2021.
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